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part, unless court order or other com-
petent authority directs otherwise.

(i) First Amendment rights. No NRO of-
ficial or component may maintain any
information pertaining to the exercise
by an individual of his rights under the
First Amendment without the permis-
sion of that individual unless such col-
lection is specifically authorized by
statute or pertains to an authorized
law enforcement activity.

(j) Non-system information on individ-
uals. The following information is not
considered part of personal records sys-
tems reportable under this part and
may be maintained by NRO for ready
identification, contact, and property
control purposes only, provided it is
not maintained in a system of records.
If at any time the information de-
scribed in this paragraph is being
maintained in a system of records, the
information is subject to the Privacy
Act.

(1) Identification information at
doorways, building directories, desks,
lockers, name tags, etc.

(2) Geographical or agency contact
cards.

(3) Property receipts and control logs
for building passes, credentials, vehi-
cles, etc.

(4) Personal working notes of em-
ployees that are merely an extension of
the author’s memory, if maintained
properly, do not come under the Pri-
vacy Act. Personal notes are not con-
sidered official NRO records if they
meet the following requirements:

(i) Keeping or discarding notes must
be at the sole discretion of the author.
Any requirement by supervising au-
thority, whether by oral or written di-
rective, regulation, policy, or memo to
maintain such notes, likely would
cause the notes to become official
agency records.

(i1) Such notes must be restricted to
the author’s personal use as memory
aids, and only the author may have ac-
cess to them. Passing them to a suc-
cessor or showing them to other per-
sonnel (including supporting staff such
as secretaries) would likely cause them
to become agency records.

(56) Rosters. The NRO has no restric-
tion against rosters that contain only
corporate information such as name,
work telephone number, and position.
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Good recordkeeping practices dictate
that only rosters that are relevant and
necessary to the NRO’s operations may
be maintained, and therefore conven-
ience rosters, which by definition do
not satisfy the test, may not be main-
tained.

§326.5 Responsibilities.

(a) The Director, NRO (DNRO):

(1) Supervises the execution of the
Privacy Act and this part within the
NRO.

(2) Appoints:

(i) The Chief, Information Access and
Release Center as the NRO Privacy Act
Coordinator.

(ii) The Director of Security, the Di-
rector of Policy, and the NRO General
Counsel as the NRO Appeals Panel; and

(iii) The Chief of Staff as the Senior
Official for Privacy Policy and the Pri-
vacy Act Appeal Authority.

(b) The Privacy Act Coordinator,
NRO:

(1) Establishes, issues, and updates
policy for the NRO Privacy Act Pro-
gram, monitors compliance, and serves
as the principal NRO point of contact
on all Privacy Act matters.

(2) Receives, processes, and responds
to all Privacy Act requests received by
the NRO, including:

(i) Granting, granting in part, or de-
nying an initial Privacy Act request
for access or amendment to a record,
and notifying a requester of such ac-
tions taken in regard to that request.

(ii) Granting a requester access to all
or part of a record under dispute when,
after a review, a decision is made in
favor of a requester.

(iii) Directing the appropriate NRO
component to amend a record and ad-
vising other record holders to amend a
record when a decision is made in favor
of a requester.

(iv) Notifying a requester, if a re-
quest is denied, of the reasons for de-
nial and the procedures for appeal to
the Privacy Act Appeal Authority.

(v) Notifying a requester of his right
to file a concise statement of his rea-
sons for disagreement with the NRO’s
refusal to amend a record.

(vi) Directing that a requester’s
statement of reasons for the request to
amend, his concise statement of dis-
agreement with the NRO’s refusal to
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amend a record, and the NRO’s letter
of denial be included in the file con-
taining the disputed record.

(vii) Referring all appeals to the Pri-
vacy Act Appeals Panel and Appeal Au-
thority.

(viii) Notifying a requester of any re-
quired fees and delivering such col-
lected fees to the Comptroller.

(ix) Obtaining supplemental informa-
tion from the requester when required.

(3) Serves as the NRO point of con-
tact with the Defense Privacy Office.

(4) Reviews NRO use of records, and
at least 40 calendar days prior to estab-
lishing a new agency system of records,
ensures that new or amended notices
are prepared and published in the FED-
ERAL REGISTER consistent with the re-
quirements of 32 CFR part 310;

(5) Coordinates with forms managers
to ensure that a Privacy Act State-
ment is on all forms or in all other
methods used to collect personal infor-
mation for inclusion in any NRO
records system;

(6) Prepares the NRO Privacy Act re-
port for submission to the DoD Privacy
Office and to other authorities, as re-
quired by 32 CFR part 310.

(7) Reviews all procedures, including
forms, which require an individual to
furnish information for conformity
with the Privacy Act.

(8) Retains the accounting of disclo-
sures for at least five years or for the
life of the record, whichever is longer,
to be available for review by the sub-
ject of the record at his request except
for disclosures made under paragraph
(c)(7) of §326.4; and

(9) Develops and oversees Privacy Act
Program training for NRO personnel.

(c) The Privacy Act Appeals Panel,
NRO:

(1) Meets and reviews all denials ap-
pealed by means of the NRO internal
appeals process; and

(2) Recommends a finding to the Pri-
vacy Act Appeal Authority by a major-
ity vote of those present at the meet-
ing and based on the written record
and the panel’s deliberations.

(d) The Privacy Act Appeal Author-
ity, NRO:

(1) Determines all NRO Privacy Act
appeals.

(2) Reports the determination to the
PA Coordinator.
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(3) Signs the final appeal letter to the
requester.

(e) General Counsel, NRO:

(1) Ensures uniformity in NRO legal
positions concerning the Privacy Act
and reviews proposed responses to Pri-
vacy Act requests to ensure legal suffi-
ciency, as appropriate.

(2) Consults with DoD General Coun-
sel on final denials that may be incon-
sistent with other final decisions with-
in DoD; raises new legal issues of po-
tential significance to other govern-
ment agencies.

(3) Provides advice and assistance to
the DNRO, the PA Coordinator, and
component Directors, as required, in
the discharge of their responsibilities
pertaining to the Privacy Act.

(4) Advises on all legal matters con-
cerning the Privacy Act, including
legal decisions, rulings by the Depart-
ment of Justice, and actions by DoD
and other commissions on the Privacy
Act.

(5) Approves all Privacy Act State-
ments prior to their reproduction and
distribution.

(6) Acts as the NRO focal point for
Privacy Act litigation with the Depart-
ment of Justice.

(7) Provides a status report to the
Defense Privacy Office, consistent with
the requirements of 32 CFR part 310,
whenever an individual brings suit
under subsection (g) of the Privacy Act
against NRO.

(f) Chief Information Officer (CIO),
NRO:

(1) Ensures that NRO systems of
records databases have procedures to
protect the confidentiality of personal
records maintained or processed by
means of automatic data processing
(ADP) systems and ensures that ADP
systems contain appropriate safeguards
for the privacy of personnel.

(2) Coordinates with the PA Coordi-
nator before developing or modifying
CIO-sponsored ADP supported files sub-
ject to the provisions of this part.

(g) Directorate and Office Managers,
NRO:

(1) Ensure that records contained in
their directorate or office systems of
records are disclosed only to those
NRO officials or employees who require
the records for official purposes.
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(2) Review their own directorate and
office systems of records to ensure and
certify that no systems of records
other than those listed in the FEDERAL
REGISTER System Notices are main-
tained; notify the CIO and the PA Co-
ordinator promptly whenever there are
changes to processing equipment, hard-
ware, software, or database that may
require an amended system notice.

(3) Maintain only such information
about an individual as is relevant and
necessary to accomplish a purpose
which is required by statute or Execu-
tive Order and identify the specific pro-
vision of law or Executive Order which
provides authority for the maintenance
of information in each system of
records.

(h) System Managers, NRO:

(1) Ensure that adequate safeguards
have been established and are enforced
to prevent the misuse, unauthorized
disclosure, alteration, or destruction of
personal information contained in sys-
tem records.

(2) Ensure that all personnel who
have access to the system of records, or
are engaged in developing or super-
vising procedures for handling records,
are aware of their responsibilities es-
tablished by the NRO Privacy Act Pro-
gram.

(3) Evaluate each system of records
during the planning stage and at reg-
ular intervals. The following factors
should be considered:

(i) Relationship of data to be col-
lected and retained to the purposes for
which the system is maintained (all in-
formation must be relevant and nec-
essary to the purpose for which it is
collected).

(ii) The specific impact on the pur-
pose or mission if categories of infor-
mation are not collected (all data
fields must be necessary to accomplish
a lawful purpose or mission).

(iii) Whether informational needs can
be met without using personal identi-
fiers.

(iv) The cost of maintaining and dis-
posing of records within the systems of
records and the length of time each
item of information must be retained
according to the NRO Records Control
Schedule as approved by the National
Archives and Records Administration.
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(4) Review system alterations or
amendments to evaluate for relevancy
and necessity.

(i) Forms and Information Managers.
All NRO individuals responsible for
forms or methods used to collect per-
sonal information from individuals
will:

(1) Ensure that Privacy Act State-
ments are on appropriate forms and
that new forms have the required Pri-
vacy Act Statement.

(2) Determine, with General Coun-
sel’s concurrence, which forms require
Privacy Act Statements and will pre-
pare such statements.

(3) Assist the initiators in deter-
mining whether a form, format, ques-
tionnaire, or report requires a Privacy
Act Statement. Privacy Act State-
ments must be complete, specific, writ-
ten in plain English, and approved by
the Office of General Counsel.

(j) Employees, NRO:

(1) Will be familiar with the provi-
sions of this part regarding the mainte-
nance of systems of records, authorized
access, and authorized disclosure;

(2) Will collect, maintain, use, and/or
disseminate records containing identi-
fiable personal information only for
lawful purposes; will keep the informa-
tion current, complete, relevant, and
accurate for its intended use; and will
safeguard the records in a system and
keep them the minimum time required;

(3) Will not disclose any personal in-
formation contained in any system of
records, except as authorized by the
Privacy Act and this part;

(4) Will maintain no system of
records concerning individuals except
those authorized, and will maintain no
other information concerning individ-
uals except as necessary for the con-
duct of business at the NRO;

(5) Will provide individuals a Privacy
Act Statement when asking them to
provide information about themselves.
The Privacy Act Statement will in-
clude the authority under which the in-
formation is being requested, whether
disclosure of the information is manda-
tory or voluntary, the purposes for
which it is being requested, the uses to
which it will be put, and the con-
sequences of not providing the informa-
tion;
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(6) May not deny an individual any
right or privilege provided by law be-
cause of that individual’s failure to dis-
close his SSN unless such information
is required by federal statute or disclo-
sure was required by statute or regula-
tions adopted prior to January 1, 1975.
If disclosure of the SSN is not required,
NRO directorates and offices are not
precluded from requesting it from indi-
viduals; however, the Privacy Act
Statement must make clear that the
disclosure of the SSN is voluntary and,
if the individual refuses to disclose it,
must be prepared to identify him by al-
ternate means.

(7) Will collect personal information
directly from the subject whenever pos-
sible; employees may collect informa-
tion from third parties when that in-
formation must be verified, opinions or
evaluations are required, the subject
cannot be contacted, or the subject re-
quests it.

(8) Will keep paper and electronic
records which contain personal infor-
mation and are retrieved by name or
personal identifier only in approved
systems published in the Federal Reg-
ister.

(9) Will amend and correct records
when directed by the PA Coordinator.

(10) Will report to the PA Coordi-
nator any disclosures of personal infor-
mation from a system of records, or
the maintenance of any system of
records, not authorized by this part.

(11) Will participate in specialized
Privacy Act training should their du-
ties require dealing with special inves-
tigators, the news media, or the public.

[656 FR 20372, Apr. 17, 2000, as amended at 66
FR 41783, Aug. 9, 2001]

§326.6 Policies for processing requests
for records.

(a) An individual’s written request
for access to records about himself
which does not specify the Act under
which the request is made will be proc-
essed under both the Freedom of Infor-
mation Act (FOIA) and the Privacy Act
and the applicable regulations. Such
requests will be processed under both
Acts regardless of whether the re-
quester cites one Act, both, or neither
in the request in order to ensure the
maximum possible disclosure to the re-
quester. Individuals may not be denied
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access to a record pertaining to them-
selves merely because those records are
exempt from disclosure under the
FOIA.

(b) A Privacy Act request that nei-
ther specifies the system(s) of records
to be searched nor identifies the sub-
stantive nature of the information
sought will be processed by searching
the systems of records categorized as
Environmental Health, Safety and Fit-
ness, FOIA/Privacy, General, and Secu-
rity.

(c) A Privacy Act request that does
not designate the system(s) of records
to be searched but does identify the
substantive nature of the information
sought will be processed by searching
those systems of records likely to have
information similar to that sought by
the requester.

(d) The NRO will not disclose any
record to any person or government
agency except by written request or
prior written consent of the subject of
the record unless the disclosure is re-
quired by law or is within the excep-
tions of the Privacy Act. If a requester
authorizes another individual to obtain
the requested records on his behalf, the
requester shall provide a written,
signed, notarized statement appointing
that individual as his representative
and certifying that the individual ap-
pointed may have access to the re-
quester’s records and that such access
shall not constitute an invasion of his
privacy nor a violation of his rights
under the Privacy Act. In lieu of a no-
tarized statement, the NRO will accept
a declaration in accordance with 28
U.S.C. 1746.

(e) Upon receipt of a written request,
the Privacy Act Coordinator (PA Coor-
dinator) will release to the requester
those records which are releasable and
applicable to the individual making
the request. Records about individuals
include data stored electronically or in
electronic media. Documentary mate-
rial qualifies as a record if the record is
maintained in a system of records.

(f) Initial availability, potential for
release, and cost determination will
usually be made within ten working
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